
Abstract—Recent advances in wireless sensor networks have led 

to many routing methods designed for energy-efficiency in wireless 

sensor networks. Despite that many routing methods have been 

proposed in USN, a single routing method cannot be energy-efficient 

if the environment of the ubiquitous sensor network varies. We present 

the controlling network access to various hosts and the services they 

offer, rather than on securing them one by one with a network security 

model. When ubiquitous sensor networks are deployed in hostile 

environments, an adversary may compromise some sensor nodes and 

use them to inject false sensing reports. False reports can lead to not 

only false alarms but also the depletion of limited energy resource in 

battery powered networks. The interleaved hop-by-hop authentication 

scheme detects such false reports through interleaved authentication. 

This paper presents a LMDD (Low energy method for data delivery) 

algorithm that provides energy-efficiency by dynamically changing 

protocols installed at the sensor nodes. The algorithm changes 

protocols based on the output of the fuzzy logic which is the fitness 

level of the protocols for the environment. 
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I. INTRODUCTION

SN (Wireless sensor network) is composed of the 

small-scale sensor nodes which have abilities of 

perception, calculation, and wireless communication. And each 

sensor node is composed of sensor, processor, memory, 

transceiver, location measurement system, and battery. Sensor 

node not only collects data through the perception and transmit 

it but also performs routing function which transmits received 

data to another node. These sensor nodes scattered in the center 

field where they are generally arranged. Each sensor node 

transmits the perceived data to BS (Base Station) outside. BS 

helps to approach the data which collected by user, connecting 

the sensor network with existing communication infra like the 

Internet. Recent advances in micro-electro-mechanical systems 

technology, wireless communications and digital electronics 

have enabled the development of low-cost, low-power, and 

multi-functional sensor nodes [1]. These nodes, which consist 

of sensing, data processing, and communicating components, 

further leverage the concept of sensor networks [2], in which a 

large number of sensor nodes collaborate to monitor certain 

environment [3]. Sensor networks are expected to interact with 

the physical world at an unprecedented level to enable various 
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new applications [4]. In many applications sensor nodes are 

deployed in open environments, and hence are vulnerable to 

physical attacks, potentially compromising the node’s 

cryptographic keys [5]. False sensing reports can be injected 

through compromised nodes, which can lead to not only false 

alarms but also the depletion of limited energy resource in 

battery powered networks [6]. 

II. BACKGROUND

A.  Direct Diffusion 

Policy Directed Diffusion [7] is the data-centric routing 

protocol, based on query of BS. Inquiry in Directed Diffusion is 

displayed as interest composed of a pair of property and value 

[8]. Such interest is regularly flooding into all over sensor 

network from BS; a gradient will be set up for sensor nodes to 

transfer data to BS. After the setting of gradient, a multi-path 

routing is created between BS and sensor node, data sensed by 

sensor node is transferred to BS through it. And plus one or a 

number of paths among the multi-path routing will be enhanced 

by BS and data will be transferred through the enhanced paths, 

and this decreases the consumption of the energy of sensor 

network preventing unnecessary flooding. Design of Directed 

Diffusion can be altered or modified to needs, is adaptive for 

query-driven sensor network but also adaptable for even-driven 

sensor network [9,10]. 

B.  DEVS and SES  

The DEVS formalism is a theoretically well-grounded 

means of expressing modular discrete event simulation models 

developed by Zeigler [11,12]. A DEVS is a structure: 

M  =  <  X , S , Y , int , ext ,  , ta  > 

Where  X : the set of input event types, 

        S : the sequential state set, 

        Y : the set of external event types generated as output, 

        int : S S, the internal transition function, 

        ext :   Q X S, the external transition function, 

                Q = {(s,e) | s  S, 0  e  ta(s)} 

         : S Y , the output function, 

        ta : S R+0, , the time advanced function, 

        R+0,  is a real number set except a negative number. 
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X means the set of events that occur outside the system. Y 

means the set of output variables. S means the cross product of 

definition areas of state variables and s (s  S) means the 

sequential snap shot of system according to time progress. ta(s) 

is defined as the time allowed to be at the state s unless system 

doesn't get external events. int is defined as the function that 

explains the change of the state of model according to time 

progress when there are no external events. ext is defined as 

the function that represents the change of the state of model by 

the events occurred in the outside of the system.  is defined as 

the output of the system in the state s. The DEVS environment 

supports building models in a hierarchical and modular 

manner, in which the term "modular" means the description of a 

model in such a way that is has recognized input and output 

ports through which all interaction with the external world is 

mediated. This property enables hierarchical construction of 

models so that the complex network security models can be 

easily developed. 

The SES (System Entity Structure) [13] directs the synthesis 

of models from components in the model base. The SES is a 

knowledge representation scheme that combines the 

decomposition, taxonomic, and coupling relationships. 

The entities of the SES refer to conceptual components of 

reality for which models may reside in the model base. Also 

associated with entities are slots for attribute knowledge 

representation. An entity may have several aspects, each 

denoting a representation. An entity may also have several 

specializations, each representing a classification of the 

possible variants of the entity. 

C.  Fuzzy Logic  

Fuzzy if-then rules have been applied to many disciplines 

such as control systems decision making, pattern recognition, 

and system modeling. Fuzzy if-then rules also play a critical 

role in industrial applications ranging from consumer products, 

robotics, manufacturing, process control, medical imaging to 

financial trading. Fuzzy rule-based inference can be understood 

from several viewpoints. Conceptually it can be understood 

using the metaphor of drawing a conclusion using a panel of 

experts. Mathematically, it can be viewed as an interpolation 

scheme. Formally, it is a generalization of a logic inference 

called modus ponens [14]. 

The important feature of a fuzzy variable is its membership. 

Zadeh extended the notion of binary membership to 

accommodate various "degree of membership" on the real 

continuous interval. The endpoints of 0 and 1 conform to no 

membership and full membership, respectively, This is 

analogous to the indicator function for precise variables. 

Linguistic variables are variables whose values are not numbers 

but words, clauses or symbols in a natural or artificial language. 

For example, price is a linguistic variable in the second instance 

of the above. Its value may be cheap, reasonable, expensive or 

some other phrase which is composed of fundamental atomic 

terms and linguistic hedges. For instance, very cheap, slightly 

expensive, and so on, illustrate linguistic hedges. 

The values of a linguistic variable are fuzzy values. Any 

linguistic variable has a finite or infinite set of terms (values) in 

which some are fundamental atomic terms and others are 

compound terms. Generally, the meaning of a compound can 

be expressed by combining atomic terms with some hedges. 

III. LMDD MODEL

Various compositions are possible for wireless sensor 

network according to application. Assumption about wireless 

sensor network for LMDD algorithm is as follows. 

 All node uses Radio model same as LEACH, TEEN 

In this algorithm, BS uses Amplifier when it sends broad 

casting messages to sensor node. Using the Radio Model, BS 

could distribute protocol code to sensor node or transmit it 

directly to a long way at one time. Consequently sensor node 

will not be routed and it is also possible to reduce the energy 

consuming a lot. This study sets the range of electric wave of 

BS and Sensor node to be 300m. 

 BS can continuously receive the power supply 

BS collects information from the sensor node, and sends it to 

task manage node through the Internet in wireless sensor 

network [1,3]. BS needs continuous power supply to 

accomplish a fuzzy operation, and broadcasting protocol code 

and switch messages into the sensor node. 

 All nodes know the general location of oneself 

In order to reduce an expense, It can be used either low 

power GPS (Global Positioning System) or Triangulation [15] 

which is able to grasp general locations of nodes, affixing GPS 

to only a few node.  

 All nodes will be able to load any routing protocol with 

dynamic 

For this algorithm, all sensor nodes should load routing 

protocol with dynamic. One of the ways is to use Active 

networking technologies [16]. This technologies have not only 

routing function also calculation function. If referenced Active 

networking technologies, it would be possible to embody the 

sensor node loading routing protocol as sensor node has also 

these functions. 

LMDD algorithm basically consists of four steps, 

Initialization, Protocol selection, direct code distribution, and 

Direct protocol switching. In an exceptional situation, 

Request-response code distribution, and Local protocol 

switching are added. 

The task administration node which the user manages 

transmits several suitable routing protocol codes, hash codes, 

Parameters, fuzzy membership function, fuzzy rules, etc to BS 

through Internet. BS initiates the work with data received from 

the task administration node. Hash code about each routing 

protocol can be created by hash algorithm-MD5, 
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RIPEMD-160. This study uses a hash code as a protocol 

switching message, since hash code is only thing to be 

identified about each routing protocol. If there is environmental 

change in network, such as additional arrangement or 

arrangement scope of node, while accomplishing the task, the 

task administration node transmits new parameters in this step. 

The transmission of routing protocol code such as TEEN and 

Directed Diffusion, hash code, parameters, fuzzy membership 

function, and fuzzy rules to BS. Parameters. 

When BS receives parameters from the task administration 

node, FBPS that is inside of BS selects the suitable degree to 

each protocol. And the biggest suitable degree is selected 

among the suitable degrees. If there are more than two, all are 

selected. Fig. 1 shows the example that FBPS received the 

parameters (Number of nodes = 300, Deployed Area = 10000

) and select TEEN as the most efficient routing protocol. 

BS confirms the existence of hash code in record of cache 

routing protocol selected by FBPS and exams whether BS has 

distributed the selected routing protocol to the sensor node or 

not. If the routing protocol was already distributed, go to the 

next step, direct protocol switching, otherwise BS broadcasts it 

to the all sensor node which is in the radio and then stores the 

hash code of corresponding protocol in protocol distribution 

record. The sensor node received the routing protocol code 

from BS initiates routing, loading additional protocol routing. 

BS compares the hash code of protocol routing by FBPS 

with those stored in cache. If it accords each other, using 

protocol and selected routing protocol are in accord, BS does 

not accomplish a protocol switching. Otherwise BS broadcasts 

hash code and stores it to the cache. The sensor node received 

hash code from BS replaces currently using routing protocol 

with a corresponding protocol and accomplishes the routing. 

BS broadcasts hash code of TEEN which is selected in protocol 

selection step to sensor node. In this step, it reduces the energy 

consumption, using hash code which is small size instead of 

protocol code as a protocol switching message. On the other 

side, the sensor node which is rearranged or out of radio scope 

of BS (300m) cannot receive either routing protocol or 

switching messages. To solve this problem, additional steps are 

necessary. 

The sensor node perceived events or received data from 

neighbor node investigates whether routing protocol is inside 

of cache or not. If there is no routing protocol in the node, it 

sends broadcast requesting message to the neighbor node. And 

the neighbor node which received request massage transmits to 

currently using requested node. 

FBPS selects the routing protocol for the most efficient 

energy as a decision-making system based on fuzzy inference 

system under the current network situation. FBPS has "Number 

of nodes" and "Deployed Area" as input variables, and 

"Fitness" as output variable. Input variables are the fuzzy set 

which expresses the components of the network environment; 

"Number of nodes" means the number of the sensor node 

arranged in sensor field, and "Deployed Area" is the area of the 

square territory sensor network is arranged. "Fitness", the 

output variable, shows how much routing protocol is suitable to 

current situation.  

Fig. 1 Membership function of each agent 

Directed Diffusion and TEEN are selected as the switching 

candidacy protocol in this study. Although the number of 

sensor node increases, the energy consumption in entire 

network does not increase a lot, because TEEN is a single hop 

routing protocol. The other side, as Directed Diffusion is a 

process of flooding interest, the more sensor node number 

increases, the more entire energy consumes in entire network. 

BS could stay farer than radio scope of cluster head, when 

sensor node arranged in a broad area, since cluster head in 

TEEN is selected randomly. Therefore, when BS could not 

receive all data from cluster head, it means the waste of energy. 

Consequently the energy efficiency falls down, when TEEN is 

arranged in a board area. The other side, Directed Diffusion 

which is a hop routing way can transmit data to BS without 

above problem if arranged in a board area. 

IV. SIMULATION

To evaluate the efficiency of proposed algorithm, our 

research team organized a simulation environment, using 

simulator, DEVS Object C, developed by ourselves. The first 

energy of sensor node was set as 1J, and the scope of radio was 

from 40m for Directed Diffusion to 0-300m for TEEN. BS was 

set (0, 0), and sensor node was distributed inside of square 

arrangement area randomly. Events occurred every 20 seconds 

in the area where sensor nodes are. The simulation was 

accomplished for 1000 seconds. In the beginning, 100 nodes 

were arranged in 10000  (100m x 100m), after that for 300 

seconds, 200 more sensor nodes were added, and for the last 

600 seconds, arrangement area was extended to 90000

(300m x 300m) and 200 nodes were additionally arranged. 

In this study, in order to evaluate energy efficiency when 

using a single routing protocol only and when using LMDD 

algorithm, the average energy consumption was established as 

performance index. The average energy consumption is a value 
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calculated by dividing energy consumed by each sensor node 

comprising a sensor network with an unduplicated event 

number received by BS. In other words, the average energy 

consumption means the average energy value consumed by 

each node for transferring one event to BS. Therefore, as this 

value becomes smaller, an event can be delivered to BS with 

smaller energy. 

V. CONCLUSION

In this study, LMDD algorithm was proposed as a way of 

ensuring energy efficiency of a sensor node in a dynamic 

network environment, and it was proven that when algorithm 

proposed as a result of performing simulation is used is more 

energy efficient rather than when a single routing protocol was 

used. Also, according to an environment where a sensor node is 

placed, the proposed algorithm also includes technique of 

dynamically positioning a routing protocol on a sensor node so 

that the algorithm may select and use other appropriate routing 

protocols. Moreover, in this study, only "number of node" and 

"area of a domain where a sensor node was positioned" were 

considered as fuzzy input variables, however, in order to more 

enhance energy efficiency, a node failure rate and a packet size 

may be also added as input variables according to situations. 

Whenever a network environment changes, in LMDD 

algorithm, FBPS reduces overhead because of an exchange 

message transfer by selecting energy efficient protocol and 

controlling the transfer of protocol code / switch message. 

However, energy efficiency may be lowered due to transfer of 

an exchange message in an environment where there should be 

frequent protocol exchanges, then an operator needs to 

determine whether to use this algorithm after considering 

energy efficiency in a situation concerned.  In addition, a sensor 

node needs to load diverse protocols in LMDD algorithm. A 

sensor node may have various performances according to the 

purpose of use. Then, for the proposed algorithm, a sensor node 

needs to have a better performance than general sensor nodes. 

Accordingly, in order to apply LMDD algorithm to an actual 

situation, it needs to determine the appropriateness of the use of 

the algorithm given the number of candidate routing protocols 

applicable and the price of a sensor node with sufficient 

memory as to contain the protocols. 
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