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A Trust Model using Fuzzy Logic in Wireless
Sensor Network

Tae Kyung Kim, and Hee Suk Seo

Abstract—Adapting various sensor devices to communicate
within sensor networks empowers us by providing range of
possibilities. The sensors in sensor networks need to know their
measurable belief of trust for efficient and safe communication. In this
paper, we suggested a trust model using fuzzy logic in sensor network.
Trust is an aggregation of consensus given a set of past interaction
among sensors. We applied our suggested model to sensor networks in
order to show how trust mechanisms are involved in communicating
algorithm to choose the proper path from source to destination.
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1. INTRODUCTION

IRELESS sensor network is a wireless network

consisting of distributed sensors to deliver real-time data
streams for applications such as environmental monitoring,
structural engineering and health care etc. A sensor node is a
tiny and simple device with limited computation and resources.
Sensor nodes are randomly and densely deployed in sensed
environment. WSN is designed to detect events or phenomena,
collect and send back sensed data to the user. The
characteristics of wireless infrastructure and characteristics of
WSNs cause the potential risks of attacks on the network.
Numerous studies [1] have attempted to address the
vulnerabilities in WSNs such as Denial of Service in Sensor
Networks [2], Secure Routing in Sensor Networks [3]. Many
researches on security related in Wireless sensor network are
processed in many fields but it is required to study the
mechanisms about distinguishing the wrong sensor among the
suitable sensors.

The study on computation model of trust is carried by Marsh
[4]. This paper provides a clarification of trust. Also presents a
testbed populated by simple trusting agents which substantiates
the utility of the formalism. In general, we all make trusting
decisions, most of us every day of our lives, and many times per
day because trust concerns that which one person can rightly
demand of another. We would like to use the reputation of trust
to distinguish the suitable sensors and illegal sensors.

This paper introduces an explicit trust to sensors to allow
them to reason with and about trust, thereby making them more
robust in the face of decision making concerning others. In the

T. K. Kim is with the Seoul Theological University, Bucheon-City, Kyonggi
422-742 Korea (e-mail: tkkim@ stu.ac.kr).

H. S. Seo is with the Korea University of Technology and Education,
Byungcheon, Chungnam 330-708 Korea (corresponding author to provide
phone: +82-41-1495; fax: +82-41-1462; e-mail: histone@kut.ac.kr).

63

next section, we present related work and section III proposes
trust model using fuzzy logic for wireless sensor networks. In
the section IV, we show the efficiency of suggested model.
Finally, the paper ends with a conclusion and future work.

II. RELATED WORKS

A. Trust Model

A number of trust algorithms have been proposed. Trust is
defined as the extent to which one party is willing to participate
in a given action with a given partner, considering the risks and
incentives involved. A trust decision is binary and based on the
balance between trust and risk, and it has some sort of effect on
the trustee. Usually it is made with a class of applicable
situations in mind, such as concerning a particular trustee in
performing a certain action [4].

Early forms of trust management began by automating
authentication and authorization decisions with the help of
varying sets of credentials. Marsh was one of the first to
introduce a computational model for trust in his doctorate thesis
[5]. His model is relatively simple, based on a scalar value of
trust, and does not discuss reputation. Mayer looked for a
differentiation between factors contributing to trust, trust itself
and its outcomes [6]. Essin wrote a socio-technologically
focused model for trust and policy, with a goal to make them
work better in computer systems [7]. Egger [8, 9] has
developed a model for trust-relevant factors from a customer’s
perspective. Some factors are relevant for the perspective of a
service provider as well, such as reputation, propensity to trust
and transference.

Mathematical models give tools and formulae for dealing
with experience as it is represented as a binary for “cooperated
vs. defected” [10] or by scalars [11]. The SECURE project
provides a formal model of incorporating new evidence to trust
information [12, 13]. The Sultan project has also included an
experience collection module in its architecture description [14,
15]. Translating experience into updates in reputation seems to
largely be work in progress.

There has been some progress in the field of updating trust
and reputation based on evidence of the actors’ behaviour in the
system. Yet while some projects include experience-collection
modules in their systems [15, 16], practical studies on how to
translate various suspicious or encouraging events into updates
of reputation or trust are scarce. Theoretical models
considering the topic assume that experiences have already
been coded into either binary or scalar [10, 11].
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B. Fuzzy Logic

Fuzzy if-then rules have been applied to many disciplines
such as control systems, decision making, pattern recognition
and system modeling. The algorithm of fuzzy rule-based
inference consists of three steps.

(1) Fuzzy matching: calculate the degree to which the input
basic steps and condition of the fuzzy rules.

(2) Inference: calculate the rule’s conclusion based on its
matching degree

(3) Combination: combine the conclusion inferred by all fuzzy
rules into a final conclusion

In [17], they suggested fuzzy model of the sensor that takes
in account the sensor uncertainty and they showed a way to
make the fusion of fuzzy output data of all sensors taken in a
short period of time.

In this paper, we suggested a trust model using fuzzy logic in
wireless sensor network to distinguish proper sensor and
abnormal sensor. Abnormal sensor can attack and contaminate
the wireless sensor network.

III. TRUST MODEL USING Fuzzy LoGIC

A. Wireless Sensor Network
Fig. 1 depicts the architecture of the wireless sensor network.
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Fig. 1 Wireless Sensor Network

We applied the fuzzy logic in trust model of wireless sensor
node.

Stephen Marsh examined the concepts of trust, mistrust,
distrust and how they interlink [18]. To use the wireless sensor
network in safe state, we should calculate the degree of each
sensor node. Then using the information of calculated result,
each sensor node decides whether to communicate or not.
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Fig. 2 Concepts of trust, mistrust and distrust

B. Suggested Model

To calculate the trust level of sensor node, we defined T as
trustworthiness and U as untrustworthiness. The range of T and
U are 0< T< 1, 0= U< 1. We assumed that base station in
wireless sensor network has the reputation value of each sensor
node. Reputation is defined as a perception a party creates
through past actions about its intentions and norms [10].
Reputation exists only in a community which is observing its
members in one way or another, and is as such meaningless
outside its native environment. It can be transmitted from one
community context to another [4].

In reputation components, there are a few evaluation value of
each sensor node. Then we can define like these:

1. Min: T = min(T;, Tj), Min: U = min(U;,U;)
2. Max: T = max(T;,T;), Max: U = max(U;,U;)

Then we can acquire the trust and untrust value like this:
. avg(T,,T)
1= (avg(T;,U)) +avg(T;,U,))
ave(U;, U))
1-(avg(T, U)) +avg(T,,U,)

For i and j are included in sensor node sets.

Using the T and U, we can calculate the evaluation level of
sensor network.

Evaluation value =
- T+U

The fuzzy trust model provides the dataset shown in Fig. 3.

Untrustworthy Evaluation Level Trustworthy

Fig. 3 Fuzzy Output of Trust Model
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IV. PERFORMANCE EVALUATIONS

To show the efficiency of suggested model, we used the
scenario based performance evaluation. In this scenario, we
recursively applied the suggested numerical formula for two
sensor nodes among the paths from S to D and calculate the
average value of summing up the result value.

Fig. 4 WSN Architecture

There are many paths from S(Source) to D(Destination). We
used the trust model using fuzzy logic to choose the suitable
paths from S to D for the purpose of safe communication.

TABLE1
TRUSTWORTHY AND UNTRUSTWORTHY OF EACH NODE
sensor T U sensor T U
node node

S 1.0 0 D 1.0 0

1 0.7 0.2 2 0.5 0.5

3 0.3 0.7 4 0.2 0.8

5 0.3 03 7 0.8 0.2

7 04 03 8 0.1 0.9

9 0.9 0.1

In the network environment of Fig. 4, we assumed the
trustworthy and untrustworthy value of each sensor node like
Table I. We randomly choose the path from S to D sensor node
using C program and calculate the evaluation value as shown in
Table I1.

TABLEII
EVALUATION VALUE OF EACH PATH

Path Evaluation value
So 1 0.89437
P1: 157 0.526316
S»1-7-9-D 759 0.764706
95D 0.95
So 1 0.89437
P2: 1> 7 0.526316
S-»1-7-8-D 75 8 0.294118
85D 0.55
P3: ) 0.75
S—»2-5-9-D o5 0.5
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5,9 0.75
95D 0.95
S5 2 0.75
P4: 2,7 0.529412
S-»2-7-8-D 758 0.294118
8- D 0.55
S5 3 0.65
P5: 3-4 0.25
S—»3-4-9-D 459 0.55
95D 0.95

Using the results of Table II, we can calculate the safe and
proper path as shown in Fig. 5.

Evaluation value

M Evaluation value

P1 P2 P3

P4

P5

Fig. 5 Trust Evaluation Value of Each Path

We can know that path P1 has high trust value. So if we use
the path P1, the packets can be safely transmitted to the
destination sensor node without considering the attack of
abnormal sensor.

V. CONCLUSION

In this paper, we formulated the trust model using fuzzy
logic for the safe communication between source and
destination node in wireless sensor network. We focused on the
trustworthy of sensor node which participating the wireless
network. If the sensor node has high trust value, other node can
trust the sensor node and sending and receiving a data safely
with it.

In future, we plan to simulate the suggested model and intend
to measure the stability of our model with variation in
workload.
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