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Mechanized Proof of Resistance of Denial of
Service Attacks in voting protocol with ProVerif

Bo Meng, Wei Wang

Abstract—Resistance of denial of service attacks is a key security
requirement in voting protocols. Acquisti protocol plays an important
role in development of internet voting protocols and claims its
security without strong physical assumptions. In this study firstly
Acquisti protocol is modeled in extended applied pi calculus, and
then resistance of denial of service attacks is proved with ProVerif.
The result is that it is not resistance of denial of service attacks
because two denial of service attacks are found. Finally we give the
method against the denial of service attacks
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I. INTRODUCTION

HE securities of internet voting protocols are the key

requirements of electronic government and electronic
commerce. People have paid serious attentions on receipt-
freeness and coercion-resistance. Many internet voting pro-
tocols claimed on their securities [1-5]. Besides the previous
security properties, owning to the big damage of denial of
service attacks in security protocols [6], in order to protect
the security of voting system, internet voting protocol should
also have resistance of denial of service attacks.

The formal method is a powerful tool used to analyze the
resistance of denial of service attacks. To our knowledge there
are mainly three formal models: Yu-Gligor model [7] based
on user agreement; Meadows’s cost-based model [6] based on
fail-stop protocol; Meng-Huang model [8] based on protocol
state. Among the above three formal models, Meng-Huang
model is the only one which support the mechanized tool
ProVerif.

Acquisti protocol [1] plays an important role in development
of internet voting protocols and claims its security without
strong physical assumptions. Until now resistance of denial of
service attacks in Acquistic protocol has not been analyzed. So
here we use ProVerif to verify resistance of denial of service
attacks in Acquisti protocol based on Meng-Huang model.

The main contributions of this paper are summarized as
follows:

o Apply the mechanized formal model proposed by Meng
and Huang for mechanized proof of Acquisti protocol
and its resistance of denial of service attacks. Hence the
extended applied pi calculus is used to model Acquisti
protocol, and then according to the formal definition of
resistance of denial of service attacks, Acquisti protocol
is analyzed with ProVerif.
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o The result we obtain is that Acquisti protocol is not
resistance of denial of service attacks. Two denial of
service attacks are found by us. At the same time we
give the method against the denial of service attacks.

II. RELATED WORK

Yu and Gligor [7] propose may be the first formal model
on resistance of denial of service attacks based on temporal
logic. They use user agreement to describe resistance of denial
of service attacks. But their formal framework does not support
the automated tools. Following this line Bacic and Kuchta [9]
argue that the core problem of resistance of denial of service
attacks is resource allocation. They introduce the notion of a
resource allocation monitor. Millen [10] extended Yu-Gligor
model by representing the passage of time explicitly. He also
proposes a resource allocation model for resistance of denial
of service attacks.

Meadows [6] makes a great contribution to development of
the formal model on resistance denial of service attacks. He
introduces a formal framework based on the costs spending on
computation by the principles in security protocols. He argues
that his formal framework can be supported by modification of
NRL protocol analyzer and points out that it is not resistance of
denial of service attacks. But we argue that Meadows’s formal
model may be not practical because the costs of generating
a bogus message are small than costs of checking, so each
protocols is not resistance of denial of service attacks. Based
on Meadows’s cost-based model Ramachandran [11] analyzes
JFK protocol and point that it is resistance of denial of service
attacks with the conditions bogus messages are handled in an
appropriate way. Smith et al. [12] also analyze JFK protocol
with Meadows’s cost-based model. They point that because
both of the Diffie-Hellman exponentials can be reused the
coordinated attackers can launch the denial of services attacks.
Tritilanunt et al.[13] firstly point out that the cost analysis
has only taken into account honest runs of the protocol in
Meadows’s cost-based model. At the same time they also think
that Meadows used only a coarse measure of computational
cost. In practice it can be quite difficult to classify and compare
operations in such a coarse measure. So they use the colored
Petri nets to model the denial of services attacks based on cost-
based and time-based model and analyzed the HIP protocol.

Far from the idea of Yu-Gligor and Meadows, Meng and
Huang [8] present the first automatic method of resistance
of denial of service attacks based on the extended applied pi
calculus. They extended applied pi calculus from the attacker
contexts and process expression, and then from the view of
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protocol state, an automatic method of resistance of denial of
service attacks is introduced. At the same time they analyze
two protocols: JFK protocol and IEEE 802.11 4 handshake
protocol and find that JFK protocol is and IEEE 802.11 four-
handshake protocol is not. Huang and Meng [14] also use the
model to analyze Meng voting protocol.

Besides the previous models, Cuppens and Saurel [15]
formalize availability policy by the four predicates expression
of right. Followed Cuppens and Saurel model, Gabillon and
Gallon [16] model availability as where the distribution of
rights varies with the time.

Owning Meng-Huang model is the only one which supports
the mechanized tool ProVerif, here we use it to analyze
resistance of denial of service attacks in Acquisti protocol.

ITII. REVIEW OF MENG-HUANG MODEL

Here we only review the definition of resistance of denial of
service attacks and method of automated proof of resistance
of denial of service attacks.

A. Definition: resistance of denial of service attacks

P is an annotated Alice-and-bob specification in protocol,
B is resistance of denial of service attacks if and only if set
of association w between any message and in set :

1) w is null set @;

2) Any data items in w are authenticated.

Where Recv(B) is set where data items are in

operations that are ordered in casually precedes in
actj(B)[M;,01,---,01], 4,5 € [1,n],i < j.

B. Method of Automated Proof of Resistance of Denial of
Service Attacks

Alice,Bob(— U=) 0 Alice,Bob(— u=) P

Alice,Bob(— U=) vnP Alice,Bob(— u=) P |P"

Alice,Bob(— U=) c(x) P Alice,Bob(— L=) T (N) P

Alice,Bob(— u=) if M= N then P dse Q

Alice,Bob(— L=) if M = N then P alseClc(S)]@ ce n
Fig. 1. Processes

Applying the extended applied pi calculus, the protocol can
be modeled. We assume that the protocol exchanges messages
between principles Alice and Bob in a run. Principles Bob re-
ceives n messages M;,¢ € [1,n] . Principles Bob sends n mes-
sages M/, i € [1,n]. Protocol process pp = vii.(!Alice|!Bob)
is a closed process and consists of parallel composition of
any initiator processes Alice and responder processes Bob.
According to the extended applied pi calculus process Alice
and Bob can be reduced into one process in Fig.1.

In order to use ProVerif to automatic proof of resistance of
denial of service attacks of Bob, the any messages M;,7 €
[1,n] is modeled with the extended applied pi calculus. If the
adversary can get the secret secret on the public channel c,
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Fig. 2. The formal model of messages M; i € [1,n]

then the adversary can launch a denial of service attacks by
attacks of message M;.

The method is used to model the messages M;,: €
[1,n] in Fig.2. The message M, is exchanged and pro-
cessed in real context. Real context is insecure environ-
ments where the adversary is in Dolev-Yao model. The
adversary in real context can overhear, intercept, and syn-
thesize any message and is only limited by the con-
straints of the cryptographic methods used. The messages
Ml, M{, teey Mi—h ]\4-1-/717 Mi, Mi+1, MZ-IJFI, Tty Mn, M,IL are
exchanged and processed in idea context. Ideal contex-
t is secure environments. Protocol process PP is pp =
vn.(lAlice|!Bob),c is public channel.c;,j € [2,n] N j # i are
private channels used to receive messages M, j € [2,n]Nj #
i.Alice;(— U =)*Clc < ¢ >]é < M; > .Alice; + 1
¢i ¢ n,Bobi(— U =)*Clc(z)]z(m;).Bob; + 1 ¢ ¢ n,
Alicej(— U =)*Clc < ¢; >]¢; < My > .Alicej + 1,¢; €
n,7 €[l,n]Nj#i, Bobj(— U=)"C[¢c < ¢; >]¢; < mj >
.Bob; +1,¢; € i, j € [1,n] N j # 4. If the adversary can get
the secret message Secret on the public channel ¢, then the
adversary can launch a denial of service attacks by attacks of
message M, .

IV. ACQUISTI PROTOCOL

Acquisti protocol promises that it can implement securities
without strong physical assumptions. It assumes that the
private key is private and that an attacker cannot control every
possible communication between the voter and an authority. In
Acquisti protocol there are five entities: registration authority,
issue authority, bulletin board, voters, tallying authority. Reg-
istration authority is responsible for authenticating the voters.
Issue authority takes charge of issuing the related key and
credentials. Voters register for voting, get their credentials
and post a vote. Tallying authority is responsible for tallying
ballots.

A. Preparation phase

Every issue authority A;(i = 1---1) creates | random
numbers [ as c; ;, representing shares of credentials, for each
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eligible voter voter;(l = 1---1) . For each ¢; j, A; performs t-
wo operations: first, it encrypts c; ; using P K and appropriate
secret randomization, signs the resulting ciphertext with SK7,
and publishes it on bulletin board on a row publicly reserved
for the shares of credential of voter v; : (E°(c;;))SKa,.
SK 4,: represents the signature of authority A; Second, A; also
encrypts ¢; ; using PK" and appropriate secret randomization,
without signing it, but attaching to it a designated verifier
proof DV P, of equality of plaintexts £(c; ;) and E"(c; ;)
. The proof is designated to be verifiable only by voter;. A;
encrypts this second message with voter}s public key and
sends it voter;:EV (E"(c; ;), dvp,,) .E ' represents RSA
encryption under voter;s public key.

B. Voting phase

For each encrypted share of credential she receives,voter;
verifies the designated verifier proof of equality between
EV(C; ;) and the corresponding E°(C; ;) that has been signed
and published in her reserved area of bulletin board. Up-
on successful verification, she multiplies together the shares
E"(C; ;) Voter chooses the ballot shares EV(b%),- - -, EV(b),
generates EV(Cy)EY(BY) = EP (37 cij+ >, bl;) =
EY(C;+ BY) and sends E*(E(C;+ BY)) to bulletin board.

C. Tallying phase

After the voting time expires, all ballots on bulletin board
posted by allegedly eligible voters are mixed by the tallying
authorities. The shares of credentials posted by the registration
authorities are also combined and then mixed. Tallying author-
ities thus obtain two lists: a list of encrypted, mixed credentials
the registration authorities themselves had originally posted
on the bulletin board; and a set of encrypted, mixed sums of
credentials and ballots, posted on the bulletin board by the
voters. Using threshold protocols for the corresponding sets
of private keys, the tallying authorities decrypt the elements
in each list and then compare them through a search algorithm
and publish the tallying result on bulletin board.

V. MODELING ACQUISTI PROTOCOL WITH
EXTENDED APPLIED PI CALCULUS

A. Function and equational theory

We use the extended applied pi calculus to model Acquisti
protocol. We model cryptography in a Dolev-Yao model as be-
ing perfect. The functions and equational theory are described
in reference [17].

B. Processes

The complete formal model of Acquisti protocol in extended
applied pi calculus is given in Figures below. Figures from 3 to
6 reports the basic process include main process, voter process,
corrupted voter process, registration authority process, issuer
authority process and tallying authority process in Acquisti
protocol. The issuer authority process and tallying authority
process here are described in reference [17].

The main process in Fig.3 sets up private channels
chV R,chRI;,chRIs,chRI>and specifies how the processes

A cquistiprotocol@ new C;new V ;new S; new keyV ;new keyl ;
new keyl ;new chVR;new chRI ;new chRI ;
out (pub,(PK C),PK V),PK S),PK keyV),PK (keyl,),PK keyl ) ;
Woter|lcorrupted voter|tallying authority |
lissuer authority, |Yissuer authortty, |'registration authority

Fig. 3. Main process

are combined in parallel.chVR is the private channel be-
tween voter and registration authority.chRI; and chRIy are
the private channel between registration authority and issuer
authority. At the same time the main process generates the key
parameters for credentials,V for vote,S for non-homomorphic
cryptosystem,keyV for voter, and keyl for issuer authority.

Voter process is modeled in extended applied pi calculus
in Fig.4. Each voter get the shares ciphertext K'Venccered;
and KVenccreds from registration authority, then decrypt
and get the credentials wvenccered;,venccreds and the
designated verifier proof NZDV P, and NZDVP;.
After that the voter verify NZDV P, and NZDV P,
and the equivalence between the encrypted share
Public(NZDV Py), decsign(Publice(NZDV P;)) and the
one Public(NZDV Py),decsign(Publica(NZDV P,)).The
voter also gets the encrypted shares wvencballot! of
the ballot. If the verification is true then he multiplies
cred = [],_, yvencered; and vote = [],_, ,vencballot!
else outputSeétet by the public channel pui) finally the
resulting ciphertext TpT Kenc(result, PK(s),r) is sent to
the bulletin board.

Corrupted voters process is modeled in Fig.5. The cor-
rupted voter will register and get his secret credential-
s shares kVenccred; and kVenccred, from registration
authority, then decrypt and get the credentials venccreds,
vencereds and the designated verifier proof NZDV P; and
NZ DYV P, after that ,he outputs venccred; and venccreds on
a public channel, so that the attacker can impersonate them.

The registration authority process is modeled in Fig.6.
The registration authority generates the voters ¢d, then get
cred; and creds. After that the registration authority creates
designated verifier proof NZDV P, and NZDV P,.

VI. MECHANIZED PROOF OF ACQUISTI
PROTOCOL WITH PROVERIF

We use the extended pi calculus in Meng-Huang model as
the input of ProVerif. In order to prove resistance of denial of
services attacks in Acquisti protocol, the extended applied pi
calculus is needed to be translated into the syntax of ProVerif
and generated the ProVerif inputs. The input code is in Fig.7.
The result of resistance of denial of services attacks in Acquisti
protocol is in Fig.8. Owning to that the adversary can get the
secret message on the public channel , Acquisti protocol is not
resistance of denial of services attacks. In Acquisti protocol
there are two resistance of denial of services attacks by us.

1) In preparation phase issuer authority publishes public

keys PK¢ PK", PK?® on bulletin board without pro-
tecting security of these public keys by public chan-
nels. Thus the adversary can intercept public keys
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Voter @

in chVR,id);n pub,pkv);in (ub, pkc);in (chVF?,kencNZDVR y;in (chVH’,kencNZDVP2 );
NZDVP, = PKdec|(kencNZDVP,,r,,r,) ,SK keyV % in

NZDVP, = PKdec|(kencNZDVP,r/,r’) ,SK keyV)| in

let cred= ] Public (NZDVP) in
i=1,2
let vote= [] venctaliot/ in

i=1,2

let  result = credx vote
new r;

in

else out (pub,Secret)

if  CheckNZDVPp(DVPsign(Public,(NZDVP),SK keyV)) VK (keyV'),Public,(NZDVP))  then
if  CheckNZDVPp(DVPsign(Public,(NZDVP,),SK keyV ) VK (keyV),Public,(NZDVP,))  then
if  checkciphertext (Public,(NZDVP,) decsign(Public, (NZDVP)) (pkv,r,) (pke,r,)) = true  then

if - checkciphertext Public.(NZDVP,) decsign (Public,(NZDVP,)) (pkv,r.) (pke,r)) = true then

out (pub,TpPKenc(result,PK S),r));

else out (pub,Secret)

Fig. 4. Voter process

Corrupted voter @

ILA LA

out (pub,(Public, (NZDVP) ,Public,(NZDVP)));

in chVR,id)jin pub,pkv);in pub,pke); in chVR,kencNZDVP,);in chVR,kencNZDVP,);
let  NZDVP = PKdec|(kencNZDVP,r ,r.),SK keyV)
let  NZDVP, = PKdec|(kencNZDVP,,r.,r),SK keyV )
it CheckNZDVPp(DVPsign(Pubiic, (NZDVP) K keyV)) VK (keyV) Public,(NZDVP)) then
if  CheckNZDVPp(DVPsign(Public,(NZDVP,),SK keyV)) VK (keyV),Public, (NZDVP)) then

in

in

Fig. 5. corrupted voter process

R egistration authority @

out chRI , (d,cred));out chRI , (d,cred));
inchRI , id,cred));inchRl , (d,cred,));
new r;new r,;

cred,r,r,
NZDVP = ZK 2

new id;out (pub,id);out chVR,id);new cred;

out (chVR,PKenc((NZDVP,r,,r,) ,PK (keyV)));
out(chVR,PKenc((NZDVP,r,r,) ,PK (keyV)));

CV,DVPsignm,SK keyV));pPKenccred,PK V),r,),
“| sign pPKenccred,,PK C),r,),SK; C)),mVK keyV);

Fig. 6. Registration authority process

PK¢ PK", PK® and modify it, then send it to bulletin
board. In voting phrase voter v; verifies the designated
verifier proof of equality between E”(c; ;) and the cor-
responding E°(c; ;) that has been signed and published
in her reserved area of bulletin board. E°(¢; ;) has been
publish on bulletin board with digital signature with
authority. Owning the adversary has modified the public
keys PK¢ PK", PK?, hence the verification is not
success, thus voter v; can not vote. Hence attacker can
make a resistance of denial of services attacks. In order
to protect Acquisti protocol against the denial of service
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attack we can use the digital certificate to distribute these
public keys: PK°, PK", PK".

In preparation phase if it is not at the same time
that the issuer authority publishs (E°(c;;))sk,, on
bulletin board and sends E'i(EY(c;;, P,,)) to voter
v;, then for voter v; there also is a resistance of
denial of services attacks. The adversary can intercept
(E“(cij))sk,, or E(EY (¢ , P,,)) and modify it,
then send it to BB and voter v;, respectively. Voter
v; verifies Evi (EV(ci7j,Pv_7.)) in voting phrase, the
verification will fail, thus voter v; can not vote. Hence
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fun pPK enc/3. . L
et encvote=m ulti(T pP K enc (profctionl (vote) PK (V),r5),
fun pPK dec/2. L .
TpPK enc projction2 (vote) PK (V),r6)) In
fun PKenc/2. X
Jet ballot=m uli(cred ,encvote) In
fin PK dec/2. )
Jet ressPK enc(albt,PK (S)) In
fun check/2.
out ubv,res)
flin sign/2. )
fun decsign/2.
else out (pub,secret)
fn verifysign/2. )
fun TPK subdec/3.
else out (pub,secret)
fun TpPK subdec/3. )
fun TPKdec/2.
else out (pub,secret) .

fun TPKenc/2.
fun TpPK enc/3.
fun TpPK dec/2.

Jet cormuptedvoter=
new nonce;

out(chVR,(nlnonce));

fin SK /1. .

in (chBBV , pke,pkv));
flin VK /1.

in (chV R, (=n2,~=nonce,cenccredl,cenccred?,rl,x2,ctl));
fun PK /1.

out (pub,ctl) .
fun checkciphertext/4.
fun add/2. et talyi thority

ng_ authority=

fin multi/2. =

new nonce;j
fun equals/2.

out(chRT,nl,nonce));

in (chRT, = n2,~=nonce,enccredl ,enccred?)) ;
in (pubv,res);

Jet cenccred=m ulti(enceredl ,enccred?2) in

fin sl linding/2.
fun projctionl/1.
fun profction2/1.

fun zk/2. ]
Jet result= PK dec(res,SK (S)) in
fun zkver/1.
new rlnew r2;
fn publicl/1. et tea: 1ti(T pP K enc profctionl (va) PK (C),rl)
cencvotea=mu enc (pro nl(va), 1),
data true/0. P

TpPK enc(profction2 (va) PK (C),2)) in
Jet cencvoteb=m ulti(T pP K enc(projctionl (vb) PK (C),rl),
T pPK enc(profction2 (vb) PK (C),r2)) In
Jet testl=m ulti(cenccred,cencvotea) in
Jet test2=m ulti(cenocred,,cencvoteb) in
if true= checkciphertext (testl,result,C V) then out (pubt,va) else
if true= checkciphertext (test2,result,C ,V ) then out fubt,vb).

equation pPKdecEPKencxPK (y),z)SK (y))=x.
equation PKdecPKencx,PK (v)),SK (y))=x.
equation decsign (sign x,SK (v)) PK ¥))=x.
equation verifysign (sign x,SK (v)),x)= true.
equation equals(x,x)= true.

equation check (sign ,y) VK (y))=x.

equation add frofctionl (x) profction?2 (x))=x.

et BB=
equation add (projction2 (x) projctionl (x))=x. X
. in (pubp pke);
equation TPKdec(TPKencx,PK (v)),SK (¥))=x. .
) in pubp pkv);
equation mulkiTpPKenc@PK (y),x), .
in (pubp pks);

TpPKenc®PK (v),z))=TpPKenc(@dd@b)PK (y),1) .

equation checkciphertext (T pP K enc (x,y,rl),T pPK enc,z,12), (v,rl), (z,x2))= true.
equation checkciphertext (T pPKenc(x,PK (y),rl),TpPKencx,PK (z),12),y,2z)= true.
equation publicl (zk (x,y))=V.

equation zkver(zk ((credl,cred2,fake), (T pPK enc(cred1 PK (V),rl),
TpPKenc(cred2 PK (V),12),PK (V),rl,12,x,y)))= true.

equation zkver(zk ((fake,cred2,sign (n ,voter)),

(x,TpPKenc(cred2,PK (V) x2),PK (V),r,x2,m VK (voter))))= true.

equation zkver(zk ((credl,fake,sign (n ,voter)),

(T'pPK enc(credl PK (V),rl) x,PK (V),rl,rm VK (voter))))= true.

Hout(chBBV, fokc,pkv))) .

Jet registration_ authority=
in(chVR,E=nlnonceV));
in(chRT,EnlnonceT));
new nonoe;
out(chIR,(nl,nonce));
in (chIIR, =n2,~=nonce,d));
new cred;

Jet cred1= profctionl (cred) in
Jet cred2=projction2 (cred) In

free pubp pub.
i b bt chvote new rlnew r2;new m new r3;new r4;
rivate free pubv,pul vote.
ks N Pubv/pubL Out(chRT ,(n2,nonceT ,TpP K enc(credl,PK (C),xl),
free va,vb.
Loz TpPKenc(cred2,PK (C),x2))); out(chVR,n2nonceV ,TpPK enc(credl,PK (C),xrl),|
freenln2.

TpPKenc(cred2,PK (C),x2),rl,x2,PK enc(zk ((credl,cred2,sign m ,voter)),
(TpPK enc(credl PK (V),r3),
TpPKenc(cred2,PK (V),r4) PK (V),13,74m VK (voter))) PK (voter)))).
ket issuer_authority=
In(chIR,(=nlmnonceR));

private free secret.
query attacker:secret.
let votechooser =
out (chvote,va) | out(chvote,vb).

let voter= a
new id;
new nonce;
! out(chIR ,(n2,noncer ,id));
new noncel; out (pub i)

out(chVR,{nl,nonce));

process new Cmew V new S;
in (chVR, = n2,~= nonce,cenccredl ,,cenccred?,rl 12 ,ct) ) ;

new voter;
ket zkp=PK dec(ct,SK (voter)) in
new chV II;
if zkver(zkp)= true then
( new chIlR;
new chRT;
k¥t (enccredl,encered2,PKV ,x3,r4,m ,vk)=publicl (zkp) in
o BBV repk)) new chBBV;
n C, V)
( s (Pkepkv)); new chvR;

if checkciphertext (enccredl ,cenceredl, (pkv,r3), (ekc,rl) )= true then
out (pubp,PK (C));

out (ubp,PK (V));
out (pubp PXK (S));
out (pub,PK (voter));
((Woter) | (lcorruptedvoter) | (ftallying _ authority) |
(registration_ authority) | (4ssuer_ authority) | ('votechooser) |BB))

if checkciphertext (enccred2,cencered?, (pkv,r4), (pkc,x2) )= true then
(

Jet cred=m ultifenccredl ,enccred?) in

in (chvote,vote) ;

new r5new r6;

Fig. 7. The input code for Acquisti Protocol
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the adversary constructs a resistance of denial of services
attack. In order to protect Acquisti protocol against the
denial of service attack we can make the operation
on publishing (E°(c; j))sk . on bulletin board and on
sending EY (EY (¢; j, P,,)) to voter v; as an atomic
action.

\FIRDO¥S5\systemi2\cnd. exe

param traceDisplay = long.

out (pubp, PK(C_ 61 18>> at {1>

out (pubp, PKECW_62_23>> at {2}

out {pubp,. PK<{E_63_26>> at {33
. PKCvoter_64_22)>) at {43
- id_74_16) at {16} in copy a_8
b ACd At by
- a_ 2> at {62
- a3 at {73

. secret) at (54} in copy a_5

The attacker has the message secret.
A trace has heen found.
RESULT not attacker:secret[] is false.

Sproverifhsdsproverifl.84pl2>

Fig. 8.
protocol

The result of resistance of denial of services attacks in Acquisti

VII. CONCLUSION

Internet voting protocol play an important role in remote
voting system. Acquisti protocol is one of the most impor-
tant remote internets voting protocol that claims to satisfy
formal definitions of key properties without strong physical
constrains. Owning to the huge damage and hard to prevention
of denial of service attacks in security protocol, the secure
remote internet voting protocol should also have resistance of
denial of service attacks. To our best knowledge until now
resistance of denial of service attacks in Acquistic protocol is
not analyzed. Recently owning to the contribution of Meng
and Huang, Acquisti protocol can be proved with mechanized
proof tool ProVerif. In this paper we apply the mechanized
formal model proposed by Meng and Huang for mechanized
proof of resistance of denial of service attacks. The result we
obtain is that Acquisti protocol has not resistance of denial of
service attacks. Two denial of service attacks are found by us.
At the same time we give the method against the denial of
service attacks. To our best knowledge, we are conducting the
first mechanized proof of resistance of denial of service attacks
in Acquisti protocol for an unbounded number of honest and
corrupted voters. As future work, it would be interesting to
formalize the security properties of remote internet voting
protocols in the computational model with mechanized tool
Crypto Verif.
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