
 

 

 
Abstract—A Wireless sensor network (WSN) consists of a set of 

battery-powered nodes, which collaborate to perform sensing tasks in 
a given environment. Each node in WSN should be capable to act for 
long periods of time with scrimpy or no external management. One 
requirement for this independent is: in the presence of adverse 
positions, the sensor nodes must be capable to configure themselves. 
Hence, the nodes for determine the existence of unusual events in 
their surroundings should make use of position awareness 
mechanisms. This work approaches the problem by considering the 
possible unusual events as diseases, thus making it possible to 
diagnose them through their symptoms, namely, their side effects. 
Considering these awareness mechanisms as a foundation for high-
level monitoring services, this paper also shows how these 
mechanisms are included in the primal plan of an intrusion detection 
system.  

Keywords—Awareness Mechanism, Intrusion Detection, 
Independent, Wireless Sensor Network 

I. INTRODUCTION 

 Wireless sensor network (WSN) consists of a set of 
battery-powered nodes, which collaborate to perform 

sensing tasks in a given environment. It may contain one or 
more base stations to collect sensed data and possibly relay it 
to a central processing and storage system. The 
communication range of individual sensor nodes is generally 
limited, and communication is often carried out in a multi-hop 
manner. The main purpose of a WSN is to serve as the bridge 
between the real world and a computer system, providing 
physical information such as temperature, light, and radiation. 
Measuring the physical information relies on the tiny and 
highly constrained sensor nodes. A typical sensor network 
deployment can comprise from dozens to thousands of nodes 
that in a distributed way collect and send the information to a 
central device, the base station. This allows access to the 
services provided by the sensor network for any user of the 
computer system. All data coming from the nodes, as well as 
control commands directed to them, will traverse the base 
station.  

Wireless Sensor nodes can be fully independent due to their 
battery-powered computational and communication 
capabilities. As a result of this independence, a sensor network 
should work without any human assistance during most of its 
lifetime. However, as a requirement for being self-
configurable, a sensor node must build on position awareness 
mechanisms, capable of detecting the presence of unusual 
events, without consuming many of its resources.  
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In fact, these mechanisms can serve as a foundation for 
more complex schemes, such as an intrusion detection system 
(IDS). IDSs are particularly useful in scenarios where there is 
the possibility that a node might be controlled by a malicious 
adversary.  

This research elaborates on the importance of mechanisms 
for detecting unusual positions in sensor nodes, reviews the 
main research activities in this area, and presents a novel 
approach for the detection of events. This approach considers 
a static WSN as a living body; an unusual position as a 
disease; and associated with any disease, a set of symptoms 
that can lead to its diagnosis. By analyzing both diseases and 
symptoms, it is possible to develop lightweight awareness 
mechanisms. Additionally, we highlight how it is possible to 
integrate those procedures into an IDS architecture. 

II. POSITION AWARENESS AND SELF-
CONFIGURABILITY  

A specific feature of sensor nodes is their inherent 
independence. By means of their computational capabilities, 
nodes can analyze the data coming from their embedded 
sensing units. Additionally, they operate without any pre-
existing infrastructure, because they can communicate with 
their surroundings using wireless transceivers. Furthermore, 
they can survive in their deployment site, even for years in 
certain configurations, because they are powered by small 
batteries. Due to this independence, sensor nodes should 
behave as self-configurable entities. They should be set up and 
deployed without major effort by non-experts, and they should 
be able to adapt and heal themselves during the lifetime of the 
network.  

However, to be fully independent and self-capable, it is 
essential for the nodes to be aware of their environment, that 
is, to recognize certain events that might affect the behavior of 
the network. For example, nodes that are affected when one of 
the routers of the network fails to work must be able to notice 
automatically and react accordingly (Fig. 1). The task of 
detecting such events relies upon the existence of position 
awareness mechanisms. Without these mechanisms, a node 
cannot understand fully the current position of its environment 
and will not be able to configure itself to respond to 
internal/external events. Note that these mechanisms must be 
sufficiently lightweight to enable their execution in the 
constrained nodes.  
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trivial period of time. Therefore, a node that returns to the 
network after such a period of time has passed ([10]) should 
be considered suspicious by its neighbors and the base station.  

A set of false measurements (either coming from a tampered 
sensor or a malfunctioning one) can be detected by the node 
itself, the neighborhood, and the base station. Certain values, 
such as the humidity of a room, do not fluctuate abruptly 
unless an extreme position (e.g., a flood) occurs, and the 
fluctuation continues over time. The neighborhood of a sensor 
node also should be able to sense the same physical readings if 
they are physically near. In addition, the base station might 
have a history of all the readings and could detect a significant 
deviation of the expected values based on the context and on 
the history of the network.  

With regard to non-specific attacks against the core 
protocols of the network, we first consider message creation. 
Excluding alert and query messages, the nodes usually create 
and send packets to the base station only inside specific times 
frames (called burst periods). If the sensor nodes or the base 
station detect a change in the packet density of the network 
(i.e., more packets sent within a burst period), there is a 
chance that one of these attacks is taking place. Also, because 
an alert is referred to an event inside a physical area, nodes 
that route an alert and are close enough to the source node can 
check its validity. Additionally, if the base station does not 
issue a query to a certain region of the network, it is clear that 
no answer should come from that region.  

Unfortunately, packet alteration attacks are very difficult to 
detect. The most obvious symptom is a change inside the 
information of a packet forwarded by a malicious node. 
However, in a sensor network with basic security services, the 
contents of a packet can be read only by its origin and its 
destination. Therefore, no one of the neighbors is able to read 
the contents of a relayed packet. However, there is a case in 
which this attack can be detected — broadcasted packets. 
They usually can be read by all members of the network, and a 
change can be detected easily. Feature advertising uses 
broadcast communication, too; thus all nodes in a 
neighborhood can check if the properties advertised by the 
source node have deviated from the reality of the network. For 
example, a node that is on the edge of the network cannot 
advertise that is near the base station.  

Finally, a malicious adversary can execute time-related 
attacks by delaying, selectively forwarding, or dropping 
packets. With regard to delayed packets, it is atypical for a 
packet to be relayed later than the normal amount of time it 
may spend inside a normal sensor node under average stressful 
conditions. This deviation of the time for relaying a packet can 
be detected by nodes in the neighborhood by comparing the 
ratio of messages entering and exiting a certain node or the 
base station, and by comparing the time a packet takes to be 
routed from its source.  

When packets are selectively forwarded (i.e., dropped) by a 
malicious node, it is obvious that these packets will not be 
received either by the next hop or by the base station. Nodes 
surrounding a malicious forwarder cannot verify if a specific 
packet was forwarded due to the protection of the 
communication channel. However, they may be able to check 
if there is an imbalance between the number of packets going 
to that node and the number of packets coming from that node. 

Finally, any node that drops packets relayed to it (a black 
hole) usually will not send a message, and such a piece of 
evidence easily can be detected almost immediately by any 
neighbor.  

IV. A PRIMAL PLAN OF AN IDS ARCHITECTURE FOR 
WIRELESS SENSOR NETWORKS  

Position awareness mechanisms are essential to enable the 
monitoring of the elements of a WSN and the existence of the 
self-configuration property. Nevertheless, they also serve as 
the cornerstone for the development of IDSs for sensor 
networks. By knowing the position of its surroundings, a 
sensor node can decide whether a certain neighbor may be 
faulty or malicious and react accordingly. There are aspects 
related to IDSs that were discussed in previous works, such as 
the position of the detection agents, the nature of detection 
mechanisms, and so on. However, it is necessary to provide 
the primal plan of an IDS architecture for sensor networks. To 
improve the existing approaches, the architecture must fulfill 
all the following properties: full network coverage (cover the 
entire information flow of the network), simplicity (use mainly 
simple components, statistics, and mechanisms), usefulness 
(be able to detect all the standard positions where a neighbor 
may be behaving in a faulty or malicious way), extensibility 
(possibility to include new detection mechanisms), and 
inclusiveness (where all the existing research could be 
integrated).  

For assuring full network coverage, a decentralized 
architecture must be used, because any part of the network can 
be a possible point of intrusion. As a result, the detection tasks 
must be performed by a software element (i.e., agent) located 
inside every node (node agents), and in every base station 
(base station agents). These two types of agents have different 
capabilities and use different sources of information. A sensor 
node is very constrained by nature, thus its node agent should 
employ only lightweight mechanisms. Also, the node agent 
can obtain information only from its direct neighborhood. On 
the other hand, the powerful base station receives information 
from all the nodes in the network, thus the base station agent 
can take advantage of this wealth of information to observe 
and analyze the behavior of its nodes.  

The internal components of all agents are shown in Fig. 3. In 
our architecture, the data acquisition component obtains data 
from the sources of symptoms (e.g., packets and sensor 
information) and stores the processed information in the 
statistics component. These two components are used by the 
detection component that infers the existence of unusual 
events. This component can use both the position awareness 
mechanisms introduced earlier and other detection 
mechanisms that are part of existing or future research. All 
results are shared in the alert database component, where 
nodes are labeled as suspicious or malicious. Finally, the 
architecture includes a collaboration component that can be 
activated when the node must share an event with its other 
subsystems, its neighbors, or the base station.  
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